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ONEeKTPOHHBIE CEPBUCHI, MHTEPHET-OAHKUHI, yAalleHHas padbora Hu
yue0a, OHJTalH-PErUCTPalluK, MHTEPHET-MarasuHbl 1 MapKETIIDNCHI — BCE ITO
HACTOJBKO IPOYHO BOLUIO B HAIIYy ITOBCEAHEBHOCTb, YTO MHOTAA TPYAHO
MOBEPUTH, KaK KUK 0e3 A3Toro panpiie. Yem OOJblIe MOrpyKaemMcs B MUP
UH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH (Oaree — HKT), TeM
OO0JIBIIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha MHPOPMALMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CAMBIX
3HAUUTENBHBIX U MOCTOSTHHO PACTYUIUX YIPO3 JJIs TJI00aIbHOM 0€30MacHOCTH
B XXI Beke. Ha done BceoOmeit mudpoBusanuu 3ta npodiema HEe MPOCTO
HapacTaeT, a JBOJIOUMOHHUPYET, HA YTO BIHSIET LIMPOKOE HCIIOJIb30BAHUE
VMCKYCCTBEHHOTO WHTEIUIEKTA (Oanee — MHM), TaKk KakK 3J0YMBIIUICHHUKU
HAYMHAIOT KCHOJB30BaTh €ro JJs Cco3JaHus 0OoJee  HM3O0LIPEHHBIX
BPEIOHOCHBIX IPOTPAMM, aBTOMATU3ALMH aTaK U AHAJIN3A YSI3BUMOCTEU.

KubepaTaku npeBpaTuianuch U3 Npo0IeMbl TEXHUYECKUX CHEIUATUCTOB
B OJIHY W3 IVIaBHBIX CTPATETHYECKUX YIPO3 HALMOHAIBHOM, 9KOHOMUYECKOU U
00l11IeCTBEHHOW 0€30MacHOCTHU JIF000W CTPaHBI.

[Io pe3ynbTaTaM uCCIEIOBAaHUSA, MNPOBEACHHOTO B NPOLLIOM TOAY,
bemapycek Haxonures Ha 3-M Mmecte B pertunre crpan CHI', kotopeie vate
BCETO MOJIBEPratoTcs KuoepaTakam.



Kaxnas nsatas araka B bemapycu npuxoaurcest Ha roccektop (22%). Ha
BTOPOM MecTe — cdepa NpoMblluieHHOCTH (14%), a Ha TpeTbeil CTPOUKe —
¢uHaHcoBass otpacib (11%). MHOro arak TakXe HaleJIeHbl Ha CEKTOp
TEeJIEKOMMYHUKAIUW, chepbl HAyKu U 0Opa3zoBaHus (8%).

Kaxnas Bropas kubeparaka (57%) 0OpUBOAUT K  YTEUKe
KOH(UIEHIIMAIbHBIX JaHHBIX. Pejke OHM HapyIIal0T OCHOBHYIO ACSTEIbHOCTb
(16%) wunu HecyT mpsiMble (puHaHcoBBIe motepu (8%). bosiee MOIOBUHBI
YKpaJICHHBIX CBEJECHUI COCTABIISIOT MIEPCOHAIbHBIC IAHHBIE 1 KOMMEPYECKAs
TaiiHa. AKTyaJIbHOM mpoOJieMOM oOcTaeTcs Kpaxka JeHer ¢ OaHKOBCKUX
KApTOYEK U DJIEKTPOHHBIX KOIIEIbKOB.

Coraiig 2.

POCT KUBEPATAK B BEJIAPYCU
Nozuuyua benapycu: 3-¢ mecto 8 CHI no
KONWMECTBY knbepaTar
. OCHOBHDbIE LLENM ATAK:

foccexrop — 22%

Npombiwnennocrs — 14%

DuHancel - 11%
. NOCNEACTBMA:

Yreuka aanHbixX — 57% cnyyvaes

Hapywenne paborel — 16%
Dunancosbie norepu — 8%

Cornacio panubiM 3a 2024 ron, Hama pecnmyOiuKa IO YPOBHIO
kubepoOe3zonacHoctu 3ansuia 70-e mecto u3z 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvuwlii unoexc kubepbeszonachocmu),
yCTynMB 1O 3TOMy wuHAeKcY cpemu crpadn CHI' mumes Mongose,
A3epOaiixany u Poccun.

PocTt n ycii0:xkHeHHe METOI0B KHOEPYrpo3 TPeOYyIOT onepexaruiero
U KOMILIEKCHOTO PearnpoOBaHUs.

B Benapycu npuHST psii CUCTEMHBIX Mep, U 00pbbda ¢ Kubepyrpozamu
BEJIETCS] HA HECKOJIBKUX YPOBHAX. Tak, HA rocy1apCTBEHHOM YPOBHeE Y Ka30M
[Ipesuaenta Pecnyomuku benapyce Ned40 «O kubGepOe30macHOCTH
peanusyercs KOMILJIEKCHBIHT MHOTI'0YPOBHEBbI MEXaHHU3M
NPOTUBOAEHCTBUSl KUOepaTakaM Ha TOCYJapCTBEHHbIC OpraHbl W
OpraHu3aly, KpUTHYECKYr0 HH(popManuoHHyto HHppacTpykTypy. Co3nan
HanuronanbHbIl EeHTp oOecrieueHust KuOepOe30MacHOCTH U pearupoBaHus Ha
KHOCPHHITUICHTBl (Oanee — Hayuonanvuwiti yenmp Kubepbezonacnocmu).
HanaxxeHo MexyHapoAHOE COTPYIHUYECTBO B 3TOM cepe.



Co3nanbl  HEOOXOJWMMBIE  MPABOBBIE  YCJIOBUS ISl 3alllUThI
MEPCOHAIBHBIX JIAHHBIX W 0€30MacHOCTH JMYHOCTH M OOIIecTBa MPH HX
UCIONIb30BaHNM. 3akoH PecnyOnukm benapych «O 3amure nmepcoHaJbHBIX
JAHHBIX», TPUHATHIN B 2021 oy, yCTaHABIMBAET IPAHULIBI, ONIPEACIIAIOIINE,
KaKyl0 WH(POPMAIMIO O YeJIOBEKE MOKHO COOMpaTh W PacHpOCTPaHSTh.
BwmecTte ¢ Tem, 4TOOBI 3a1KTa MepCOHATBHBIX JAHHBIX ObLTAa TTO-HACTOSIIEMY
3 PeKTUBHON, HYXHBI OOIIHWE YCHUIIUSI — HE TOJbKO TOCyJapCTBa, HO H
rpaXkKJaaH.

[IpoTuBOAEHCTBHE OCYIIECTBISCTCS W HA KOPNMOPATHBHOM YPOBHE.
Opranm3aniud W TPEANPUATHS HWHBECTHPYIOT B KHOepOe30macHOCTh U
0o0y4eHHE COTPYAHUKOB.

Jlnst 6opeOBI ¢ KHMOepyrpo3aMd Ha HWHAMBHAYAJLHOM YPOBHeE
TpeOyeTcss TOBBIMICHHE ITU(POBOI TPAMOTHOCTH HACENICHMsI, COOJIOJICHHE
AJIEMEHTaPHBIX TPABUI MUGPOBOM TUTUEHBI.

CoBpeMeHHbIE ACIEKTHI KHOep0e30MacHOCTH

Kubepmpectymienus TpaHCHAI[MOHAIbHBI, 3JI0YMBIIUICHHUKT
VCIIOJIB3YIOT AHOHUMAWU3EPBI (cepsucsl, No360ai0uue CKpblmy JudHble OaHHbLE
noivzoeamens u obecneyumsv AHOHUMHOCHbL 6 HHmepHeme) U HaxXogdATCAd 3a
pyOekoM, UTO KpaitHe 3aTpyIHSAET UX 3ajieprKaHue.

ITo nmamneiM CrnencrBeHHoro komureta PecnyOnmuku benapycs,
orMmevaeTcs yxoh 6osee 80% BbiMoraTenbcTB U 6oJiee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEMY, Y€MYy CIIOCOOCTBYE€T B TOM YHUCJIE HU3KUM TMPOIEHT
OCBEIOMJIEHHOCTH TPAXKJAaH O NPECTYNHBIX CXEMax, a TaKXe pPa3BUTHUE
CIIOCOOOB COBEPIICHUS TAKUX XHUIIICHHH.

Kaptuna pacnpocTpaHeHHBIX BUIOB KuOeprnpectyrieHuid B benapycu
MOBTOPSIET TJIOOANbHBIE TPEHIBI, HO C AKIIEHTOM Ha MECTHbBIC TUIATEKHbBIC
CHUCTEMBI U MMPUBBIYKU HACEIICHUA.

[lo pmaHHBIM  TJIABHOTO  YHPABJIEHHUS IO  MPOTUBOJICUCTBUIO
KHOEPNPECTYMHOCTH KPUMHUHAIBHOW MUIMIMU MUHHUCTEpCTBA BHYTPEHHUX
nen Pecnybnuku benapych, 3a 9 MecsneB Tekyiero roga B benapycu 1o
CPAaBHEHHIO C AaHAJOTHUYHBIM MEPUOJOM MPOIUIOTO TroJa KOJIWYECTBO
KHOeprnpecTymieHud cHu3Wioch noutu Ha 11% (a 9 mecayes 2025 200a
sapezucmpuposaro 6onee 13 moic. cnyyaes (13 420), mpemo uz komopwix (4 121) —
6 2.Muncke).

[lo craTtuctrke »keHUHBbI (65%) yalle BCEro CTAHOBATCS >KEPTBAMHU
MOIIEHHUKOB, KOTOPBIE BBIMAHHUBAKOT JIEHBI'M IYTEM TCUXOJOTHYECKUX
MaHUNYJSIui 1o Tenedony (77,9%), KyIM-MpoJaXu TOBAPOB U OKa3aHUS
ycayr (65,6%), OmnarorBoputenbHocth (100%). Myxuunbl (84,8%), kak
MpPaBUJIO, CTAHOBATCA KEPTBAaMH  MOIICHHUYECTBA, CBSI3aHHOTO C
WCTIOJIb30BAHUEM CANTOB 3HAKOMCTB.



Cmaiin 3.

MNOPTPET XXEPTBbl MOLUEHHUYECTBA

Ty ) HeHwmHbI
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MOILEHHM4ECTBO HA CANTax 3HakomcTe — 84 8%
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nosywwn (46,2%)

Cnpagouno:

Bo3spacmmuuwle zpynnsl nomepneguiux.

awou cmapuwie 50 nem uawe cmano8amcs Hepmeamu meneQoHHbIX
MOWweHHU4Yecms,  00MaHa,  008epyUBOCMU,  Je2eH0 O  NOMOWU
POOCMBEHHUKAM,

Monoodexcy 00 30 nem yazeuma om MOWEHHUYECKUX OUCTNAHYUOHHBIX
coenok ¢ Hedsudcumocmoio (56,3%), ncesdo-uneecmuyuii 8 «OUpdHCU» U
«posviepviuel unu akyuiy (65,4%);

auya cpeonezo so3pacma (30-49 nem) — naubonee maccosas epynna
cpeou  nomepneswux om  HUKT-mowennuuecmea ¢  3axinoyeHuem
2PaNCOAHCKO-Npasosvlx 002060pos (53,1%).

be3pabommuvie u neyuawjueca uawe nonadaromcs 8 UHGECMUYUOHHbBIE
nosyuku (46,2%), umo modxxcem 66imb C643AHO C NOUCKOM UMU UCTIOYHUKOS
00X00a UnU ysieuenuem a3apmublMu cxemamu.

ITo cmoco6aM coBepuIeHUs MOIIICHHUYECTBA Yallle BCETO MPOUCXOAT
OT MMEHHM JO0JIKHOCTHBIX Jul (28,2%). Adepuctbl mnpeacTaBistoTCs
COTPYJAHUKAMH NPABOOXPAHUTENbHBIX OpraHoB (MB/], CK, /[®P, KI'b) u
paboTHUKaMU OaHKOBCKHMX OpraHu3auuid. MOIIEHHUKH CTaldd 3BOHHUTH OT
UMEHU PAOOTHHUKOB CIIyk0 rasza, BOJOKaHala, SHEProHaA30pa, MOOUIBHBIX
OIIepaTOPOB CBSI3U NOJI MPEAJIOTOM OKOHYAHUS CPOKA JJOTOBOPA U IPEAIaratoT
JUISL €r0 MPOJUIeHUs coo0InTh HudpoBoit koa u3 cMc. [locne nepegaun kona
KEpPTBE 3BOHUT COOOLIHMK MOIIEHHMKAa M YK€ IpeICTaBIseTCs
PaBOOXPAHUTEJEM, 3alIyTUBAET TEM, UTO YEJIOBEK IMepean JMYHbIC JaHHbIC
U Ha ero uMs OyAayT opOpMIIEHBI KPeAUTHI. A 4TOOBI UX N30€KaTh MPeJIaraet
OoQOpMUTH BCTpPEUYHBIE KPEAUTHl M TMOJYYEHHBIE JE€HbIM IIEPEBECTH Ha
yKa3aHHBII CUET UM OAaHKOBCKYIO KapTy.

ITpu cxeme oOmaHa oT uMeHH pykoBoauTeiei (Fake boss) (yupescoenuii
00pazosanus, 30paBoOXpaHenus, Kylbmypsl, Hnpeonpusmuii) MOIICHHUKHU
3allyTMBalOT  MOJO3PEHHEM B  (DUHAHCUPOBAHUM  SKCTPEMUCTCKOMN
JESTENIbHOCTH, IPOBEJIEHUEM O0BICKA U U3BSTHEM JCHET, TAKXKE MPEeJIaratoT
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JTaHHBIN (aKT JeprKaTh B TAMHE U MOOOIIATHCS C ONPEICICHHBIM COTPYIHUKOM
MIPABOOXPAHUTEIBHBIX OPTaHOB, KOTOPBIA SIKOOBI JIsl COXPAHEHUS TCHEKHBIX
CPEACTB MPEJIaracT «BpEMEHHO» MEPEBECTU ICHbIM HA 3AIUIICHHBIN CUET.

B tenedonHoM pazroBope He JOBEpANTE HE3HAKOMBIM JIMIIAM, KEM ObI
OHU HE MPEACTABUIINCH, €CIU Bbl HE KJETE TAKOTO 3BOHKA.

Tperb MomeHHudecTB (27,6%) coBeplIaeTCs MOJA BHAOM MPOAAKHU
TtoBapoB B ceru Instagram wmiam Telegram (uawe sceco mowennuxu
«Mpooaiomy» aemMo3anyacmu, cadosvle Kadeiu, HOBO200HUE e, MOPENnPOOYKmblL U
opyeue  mogapul).  3JIOYMBIIUICHHUKHA  MOpeiaraloT  MOTEHIHUAIbHBIM
MOKYIIATEJISIM TIEPEBECTH MPEIOIIaTy 3a TOBAp M OOCIIAIOT €0 BBICIATH 110
MoYTe WM KyphEpOM, IOCJE 4YEero OOIIEHHE NPEKpaIaeTCs, U «KIHUEHT»
OCTAa€TCsl HU C YEM.

Cnpagouno:

Taxoice Haubonee pacnpocmpanentvle NPecmynHvle CXembl:

360HKU om umenu oOauka, compyonuxka MBJ], KI'b u unwix
20CY0apCcmMeEeHHbIX O0pP2aH08, K020d MOUWEHHUK, UCHONb3YS MEXHON02UI0
NOOMEHbl HOMepa, 360HUM C HOMepA, NOX0dce20 HA OQUYUATbHBIL HOMED
banka u coobwjaem o «nOOO3PUMENLHOU ONepPayuuy ¢ Kapmou, «0J10KUposKe
cuemay Ui «NONbIMKe 83710May», a O «3AUWUMbL) UIU «OMMeHbl ONePayu»
npocum coodbwums CVV-ko0, Oanuvie uz SMS-coobwenus ¢ Kooom
noomeepHcOeHUs, NapoJib U3 UHMepHem-0aHKUH2A UlU nepesecmu 0eHbeU Ha
«bezonacHvlily (Ha camom oeine NOOKOHMPOJIbHbIU MOULEHHUKY) cuem,

Guwmunzosvie SMS-coodbwenun u nucoma, xKozoa npuxooum SMS-
coobujenue Ui 3NeKMPOHHOe NUCbMO C CO0OWeHUeM o «DJIOKUPOBKe
Kapmoly, «npoobieme ¢ HAN020M», «8blucpvlule 6 Jomepeey, KOomopoe
codepoicum CColIKy HA QUUUH208bIL UHMepHem-pecypc (catm — KIOH),
KOMOPblil 8b121A0UM KAK OQUYUATIbHBIL UHIMEPHEM-peCcypC OAHKA, HAI020801
UHCNEeKYUU Uiu Opy2020 20Cy0apCmeeHH020 Op2ana, 20e mpeodyemcs 68ecmu
JIO2UH, NApoNb, OAHHbIe NIAMENCHLIX CPeoCmes, Nnocie 6800a KOMOPbIX
cogepulaemcsl XuujeHue;

MOUWIEHHUYECMEA 6 COUUATNbHBIX CemaAX U meccenoxycepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMblULIEHHUK 83]1AMbIBAEN AKKAYHN 8
coycemu unu cosoaem Helikogulll, NOXONCULl HA He20, Nuuiem OaUIKUM
POOCMBEHHUKAM OM UMEHU 61a0eabyd aKKAYHMA, 4moO CPOYHO HYHCHbL
O0eHbeU Ha «O0YeHb 8adCHOe 0elo» (NONAl 8 CIONCHYIO CUumyayuio, Nonau 8
HTII u 0p.), npoca Huxomy He 360HUMb, AUOO AHALOSUYHAS NPeOblOYWell
cxema, K020a MUUEeHb0 CIMAHO8AMCs OPY3bi, A MOWEHHUK OM UMeHU opyed
nuwem, 4mo 3acmpsn 3a cpamuyeti, y He20 YKpaau OeHbeu/O0KYMEeHMbl, U
npoOCUm CpOYHO nepegecmu cpeocmaeda;

(helikosvie unmepHem-mazazunwl, K020a cO30aemcs KpAcuegwlil catim-
OOHOCMPAHUYHUK —UIU 2PYNNA 8 COYUAIbHOU cemu (3adacmyio 8
«HMucmazpam»), ¢ 02poMHLIMU CKUOKAMU HA AKMYAIbHBIU Y HACENeHUsl MO8ap
(mexnuxka «Apple», caodosas mebenv, Haodysuvie Oaccelinbl, OpeH008as
ooedcoa u 0p.), a nocie Npedoniamsl Moeap He NPuxooum, a Caum uiu
2pynnvl ucuezarom, 1ubo coooueHus JHcepmewl oaee USHOPUPYIOMCS,

MOUIEHHUYECMEA MO0 6UOOM 20CYOAPCHIBEHHBIX OP2AH0E8, K020a
Jrcepmee nocmynaem 380HOK OM UMeHU «cyovuy, «compyonuxka MBIy,
«HAI02080UY C MPeOoBaAHUEM CPOUYHO ONAAMUMb HEKUU (QUKMUBHBIU 002,
Wmpacgh unu NOWIUHY, YepoXCas apecmom CHemos Ui Opyeum HaKkazaHuem,
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npocam YCmaHosums Npuilodcerue 0as YOajleHH020 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay, umo oaem um
NOJIHBIU KOHMPOJb HAO YCMPOUCBOM NOMEPNesuLeco;

Qunancosvie nupamudvt U UHEECMUUUOHHbBIE MOWIEHHUYECMEA,
makue KAk — NpeolodiCeHUs  «BblCOKOOOXOOHbIX — UHEECMUYULY 8
KpUNmosaniomy, Oupdcu Uiy cmapmansl ¢ 2apaHmupoBaAHHbIM 8blCOKUM
ooxooom. Ilpu osmom Ha nepeom smane Mo2ym 0axce 6bINIAYUBAMDb
HebobUlUe NPoYeHmbl, YmMmooOvl nNomepnesuiuli Hec euje D0IbULIE OeHENHCHBIX
cpeocme u npuseil poOCMEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCTle Ye20 NPOeKm
3aKpvleaemcs, a OeHed’CHble CPeOCmEa NOXUUAIOMCSL,

6bILM02AMENbCMEO HA UHMUMHOU NOYe («CeKCmopuieny), Ko2od
MOWEHHUK Yepe3 coycemu 3HaKOMUMCsL C HCepmeoil, 8mupaemcs 6 oosepue,
CKIOHsem K 00ujeHuro 8 guoeouame UHMUMHO20 XApaKmepa uiu K Omnpaske
OMKPOBEHHLIX (POMO, 3anucvléaem UOeo Uil 0eiden CKPUHUOmMbl, a 3amem
wanmascupyem.

OnaceHust BBI3BIBAIOT HaOuparolye O00OpOThl BbIMOIaTEIbCTBA
(526 cayuaes) ¢ WCHOJIB30BAaHMEM HWH(DOPMALMOHHO-KOMMYHUKAIIMOHHBIX
TE€XHOJIOTHil: TOTEPIEBIINX MOJ PA3JIMYHBIMU IPEIJIOTaMHU BBIHYKIAIOT Ha
JUYHBIX ycTpoiicTBax [Phone BoiiTu He B CBOIO yueTHYIO 3amuch. [locie Bxoma
IPhone Osokupyercs Kak MOXHUIICHHBIA W CTAHOBHUTCSA HE MPUTOAHBIM. Jlist
Pa30JIOKUPOBKH 3JI0YMBINIJICHHUKHA TPEOYIOT BBIKYII.

[TosTOMY HUM B KOEM Cllydyae HeJib3sl BXOAUTH Ha CBOEM YCTPONCTBe B
YYKYH0 YYeTHYIO 3a1MCh, BIIAJIeNel] yUeTHOM 3alIUCH MOXET 3a0JI0KUPOBAThH
YCTPOUCTBO.

Cmnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLUAEMDBIE B CTPAHE

- 3B0HKK OT umenun Banka, cotpyanmsa MBI, KI6 »
MHBX FOCYAAPCTBEHHBX OPraHos

PuwmrHrosse SMS-coobueHua u nucema

MOWEHHWHECTEE B COUMINbHLIX CETRX U
= MecceHsepax

MOWEHHUYeCTBa NpuW ou.naﬁu»noxynuax H3
MNCWAARaX Ne NPOAaME TOBapOB

ot

0

@ DERKOBLIE MHTEPHET-MaraanHn
&

MOLWEHHUYECTBA MO BUAOM rOCYA3 PCTBEHHBIX
OPraHoB

PUHIHCOBHIE NUPAMU/L W MHBECTHLIMOHHEE
MOWEHHUHECTBA

BHMOr3TENDCTEO H3 MHTUMHON NOYEE

Crnemyer OTMETUTD, YTO (PMIIUHT 1 MOIIEHHUYECTBO ¢ 0aHKOBCKUMM
KapTaMM SIBJISIIOTCS CaMOW MacCOBOM KaTeropuei KMOepMOIIIEHHUYECTBA B
Pecnybnuke benapyces.

IIpu sTOM Hapsigy C JAHHBIMHM IPECTYNMHBIMM CXEMaMHU MOLIEHHHKH
aKTUBHO HCHOJIB3YIOT M Takoil MeTOoJ (UIIMHra, TMpU KOTOPOM
KOH(pUJEHIIMAIbHBIE  JaHHbIE  OCJIIOPYCCKMX  TpaKJaH  JOOBIBAOTCS



3JIOYMBIIINICHHUKAMH  ITOCPCACTBOM TeJ'Ie(i)OHHBIX 3BOHKOB. OTOT BHU/J
MOIICHHHUYCCTBA HA3bIBACTCA «BHIIIHHID.

Cnaiin 5. Buneoposuk.

) A3BYKA
R

Cnpaeouno:

Buwunz — smo ycmuas pasHosuoHocms uuiuHea, npu KOmopou
310YMbLULIEHHUKU NOCPeOCEOM MeNeq)OHHOU C853U, UCNONb3YS NPUEeMbl,
Memoobl U MEXHOLO2UU NCUXONO02ULECKO20 MAHUNYIUPOBAHUS, NOO PAZHLIMU
npeodnocamu, UCKYCHO Uepas onpeoeieHHyio pob (KaK npasuio, cCompyoHuKa
bamka, MexHUYecKko2o CHeyualucma u m.0.), BblHYHCOAIOMm Uelo8eKd
coobWuUmMb UM C80U KOHDUOEHYUATbHbIE OAHKOBCKUE UIU NEPCOHANbHbIE
oaumuvle UO0 CMUMYIUPYION K COBEPUIEHUIO ONPEOeleHHbIX OeUCmEUli co
CBOUM DAHKOBCKUM CUEMOM UIU DAHKOBCKOU Kapmol.

I[To wmepe pa3Butuss  HHAPOPMANMOHHO-KOMMYHHMKANMOHHBIX
TEXHOJIOTMHA  BO3PACTAIOT M  BO3MOKHOCTHM KHOEPNPeCTYNIHUKOB.
HexoTopble MOIIIEHHUYECKUE CXEMbl TMOJYYWIM HOBYIO KU3HBH Ojaroaaps
HMCKYCCTBEHHOMY UHTEIUICKTY.

PacTter konmuecTBO Ciay4aeB MOIICHHUYECTBA C HCIIOJIb30BAHUEM
TexHosioruu Deepfakes — 3T0 co3maHHBIE HWCKYCCTBEHHBIM HWHTEIIEKTOM
TOJIOCOBBIE COOOIIEHHS W BHUICO3BOHKH OT SKOOBI KOJUIET, Apy3ed u
POJCTBEHHUKOB, KaK MPABUIIO, C MTPOCKOO0I O CPOUHOM JCHEKHOM IEPEBOAEC U IP.

[Ipu BUEO3BOHKE clieyeT oOpaiaTh BHUMAaHHE Ha TaKue JeTaM, Kak
HEYETKOE MJIM CMa3aHHOE M300pa’KeHUE JIMla FOBOPSILET0, OTCYTCTBUE WIIU
HEECTECTBEHHAs MUMHKA JIUIIA.

[TomMHUTE, YTO COTPYAHUKHU OAHKOB U IPABOOXPAHUTEIHHBIX OPTAaHOB HE
3BOHSAT 4YE€PEe3 MECCEHKEPhl C HCIOJIb30BaHUEM BuueocBsasu. llpu
COBCPLICHUM JICHEKHOI0 IMepeBoJa MOJ BJIMSAAHHEM MOUICHHUKOB
HEO0X0IMMO He3aMeAJINTEeIbHO 00PATUTHCS B OPraHbl BHYTPEHHMX JeJI
JUIS COXPAHEHUs ICHEKHBIX CPENICTB.

Jlaxe Kor/a MCKYyCCTBEHHBIN MHTEIUIEKT UCTI0JIb3YETCS BO 0J1aro, HyKHO
OBITh OCTOPOXHBIM. Eciin paOOTHHK OpraHu3anuud JyMaeT, YTO 3arpy3uT
nokymeHT B 4aT GPT u oH Bce OBICTPO c/ienaet, TO 3TO MPSMOM MyTh K yTEUKe
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KOH(HUIESHIIMAIBHBIX TaHHBIX. [JOKYMEHTBI OTIIPABSATCS Ha CEPBEPHI B IPYTOM
roCyJIapCcTBe, W 3aKOHBI HAIlIEW CTpaHbI YK€ HE MOTYT TapaHTHPOBATh HX
0€30I1aCHOCTb.

Cnaiin 6.

MCNOJIb3OBAHUE

B Uenesoi dpuwmunr Ges owmnBoK:
NEPCOHANUIMPOBIHHLIE W TPIMMATHYECKK DEIYNPEHBIE
Pacceinku, oBXOAAME TNABHLIA MapKep yrpoasl. |

I Mowernuuecteo yepes Deepfake:
FEHEPALMA BMALO M FONOC3 PYHOBOACTES ANA
CAHKUMOHHPOBIHUA HEAKOHHBIX UHAHCOBLIX ONepal

B “M-6oTbl Ana COUMANBHOR HHMEHEPHM: '_:‘,

BEAEHHWE OCMBICNEHHBIX OMINOTOB ANA BbIMaHHBa’ﬂ_ﬂ: } Y
KOHPHARHUMANEHOK UHGOPMAILMMK. ]

IIpe3unent benapycu A.I'.Jlykamenko, Boictynas Ha |l Munckoi
MEXIYyHANPOIHON KOH(PEPEHIINH 10 €Bpa3uiCKON 0€30MaHCOCTH, KaK OAHY U3
KITIOYEBBIX 3a7a4 B II€JIOM O0O03HA4YMJI HEOOXOJUMOCTh TPUHATHS MEpP B
o0nacT WCKYCCTBEHHOTO HHTeliekTa: «Heynpasnsemas zonka 6 Imoil
cghepe npespawiaem e2o uz none3nozo pecypca 6 opyycue. B nepcnekmuese —
MaACco8020 NOPAIHCEHUA .

Cnann 7.

(4

Heynpaensemas 20HKa 6 smoli
chepe npespawyaem €20 (npum. -
UcKyccmeeHrbIl uRmennexkm) U3
Mone3Ho2o0 pecypca e opyxcue.
B nepcnekmuse — macco8oz2o0

nopa3eHus. , ,

Mpezudenm Pecnylnuku Benopycs A5 IyK0Weno,
I MUuHCKGA MEROYHGPOOHAA NOHDEDEHINS NO
eapo3viickol GezonacHoomu, 28 oxmatps 2025 2

CorpynHukamu MuHuCTEpCTBa BHYTpEHHMX Jen M HanumonanbsHOro
O0anka PecnyOnuku benapych NpUHMMArOTCSI Mepbl, HANpaBJIeHHbIe HA
0J10KMpOBaHUE MOLIEHHMYeCKHX onepauuii. B bemapycu ¢ 1 mapra 2024 r.
neiicteyer Yka3 Ilpesugenta Ne 269, korTophlii mpegocraBiseT OaHKam
BO3MOKHOCTbh IPUOCTAHABINBATH MTOAO3PUTENIbHBIE IEPEBOBI U COBMECTHO C



PaBOOXPAHUTEIBHBIMU OpraHaMU paccieoBaTh WHUUACHTHI. JlaHHBIN
MEXaHM3M T[I03BOJISIET JOCTaTOYHO A(PEKTUBHO  B3aMMOJIEUCTBOBATH
rpa’kJjaHaM ¢ OpraHaMy BHYTPEHHHX JIEJl, & UM, B CBOIO OU€pE/lb, «B PEKUME
24 Ha 7» mepenaBaTh yKa3aHHYI0 WH(OpMaIuio OaHKOBCKOMY CEKTOPY H
nojiyyaTb OT Hero 3(Q(EeKTUBHO M OBICTPO HH(OpPMALKIO O JIULAX U
WHCTPYMEHTaX, KOTOpPbIE 3aJ€HCTBOBAHbI B MPOTHUBOMNPABHON JEATEIIBHOCTH.
W camoe riaBHOE — MpeaNpUHUMATHL MEPhI, HAIIPaBJICHHbBIE HA COXpaHEHUE
y>K€ TOXUILEHHBIX JCHEKHBIX CPEJICTB Y IPakIaH U HEJOMYIIEHUS TIEPEeBOIa
UX Ha 3apyOexHbIEe cUeTa.

B cBsf3M ¢ HEOOXOIMMOCTBIO 3allUThl OT MOIIEHHUKOB OaHKHU
YCTaHABJIMBAIOT JUMUTHI MO CHATUIO JEHEr B OaHKOMAaTrax Ha TEPPUTOPUHU
benapycu.

boprba ¢ »TuMm mpectymieHusMu TpeOyeT HE TOJBKO Oosee
COBEPIIICHHBIX TEXHOJIOTUH 3alIUThl, HO U (PYHIAMEHTAJIBLHOTO TMOBBIIICHUS
M (pOBON TPaMOTHOCTH HACENICHHUSI, TOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JII000M cHcTeMe OE30IMacHOCTH.

Iu¢gpoBass rpaMOTHOCTH HAaCeJICHHUS

Kunbep06e30nacHOCTh — 3TO OTBETCTBEHHOCTh KAKA0ro U3 Hac. OHa
HAYMHAETCS C TaKUX MPOCTHIX BEIICH, KaK BHIOOP HAIEKHOTO MApOJIs IS
JIOMAIIIHEN 3JIEKTPOHHOM MOYTHI. BaXKHO TOMHUTB, YTO OJIUH U TOT K€ MapOJib
HEJb3s UCTIOJIH30BATh OJJHOBPEMEHHO JJIsl paboueil MOYTHI, A PETUCTpaIluu
Ha pa3jIMYHBIX caiTax U B MecceHxepax. K ClIoBy, JMUHbIC JaHHBIC Yallle
BCETO IOMAaJal0T K 3J0YMBIIIJICHHUKAM W3 0a3 JaHHBIX MarasuHOB (Mol
ocmaeisiem Gamunuio, UmMs U omuecmaeo, aopec u meiegon npu pecucmpayuu Ojis
NOJyYeHUs1 OOHYCHBIX UTU CKUOOYUHBIX KApm,).

HeoOxonuma »snemeHTapHas nudpoBasi THrHeHa, NpU KOTOPOM
co0/II0JeHMe MPOCTHIX NMPABUJ NMOBEJCHHMSI B CETH IO3BOJSAECT 3aIIUTUTH
MEPCOHAJIbHBIC JJAHHBIC, PUHAHCHI M YCTPOMCTBA OT KHOEPMOIIIEHHUKOB.

OcoOyt0 akTyalnbHOCTh TeMa HU(PPOBONM TUTHEHBI MNPUOOPETACT B
OTHOLIEHWM NOAPACTAIOLIETO MTOKOJIEHUA. J[e€TH CerogHs He TOJIBKO aKTUBHO
OOIIIaI0TCA B MECCEH]IKEpax, HO U MOTPYKAKOTCS B MUP OHJIAMH-UTP, TAC UX
Kpyr OOIIEHUs paciMpsieTcs 3a cueT He3HakomIeB. Cpead HUX MOTYT
CKpBIBAThCS U KUOEPIPECTYITHUKHU, CTPEMSIIIIUECS UCTI0JIb30BaTh PEOCHKA JIJIs
nojlydeHus: KoHpuaeHuHaibHOM wuHOpMamu. Heokpeniias TCHUXUKAa,
MMOJBEP>KEHHOCTh BHYIICHUKD W MAHUITYJMPOBAHUIO JEIAKT HX JIETKOU
«J100BIYEI» 1J1 3710YMBIIIJIEHHUKOB.
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BE3OMNACHOCTb AAETEW B CETU —

3TO HE 3AMNPETHI, A AOBEPUE U NPABUJIA
BbICTPAMBARTE OTHPLITLIC OTHOWEHUA: PECEHON

AONMEH FHATH, 4TO MOBET PACCKAZATHL Bam 0 M0Bok
npoGneme Ge3 CTpaxa HAaKaIaHMA.

YCTaHOBMTE YeTHHE rPaMuLLbl: COTNACcYATE Bpems
OHNARH, PAIPEWEHHBIE CAATHI M NPUAOKEHNA

WcnonvayiiTe TexHUNECKWe cpeacTeal
POAMTENLCKNIA KOHTPONIL ¥ OBILME 3HKAYHTBLI
AN MAAALMX AeTeR

be3onacHocTh AeTeil B ceTH — 3TO He MPOCTO 3aNPeEThl, a CO3JaHUe
3alIMIICHHON cpeAbl M 00y4YeHHe NMPAaBWJIBHOMY MOBeleHHIO. B cembe
HEO0OXOAMMO BHICTpAWBaTh JOBEPUTEIbHbIe OTHOILIIEHUS ¢ pedeHKoM. [leTn
HE JTOJDKHBI UCKATh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, YTO
MOT'YT paccKaszaTh POJUTEIISIM O JIF0OOM CTPAaHHOW WJIM HETPHUATHON CUTYaIlUH
B ceTH 0€3 cTpaxa ObITh HAaKa3aHHBIM.

BaxxHO 10roBOPUTHCHA U YCTAHOBUTH YeTKHUE NMPABUJIA. KAKUE CANTHI
MOYKHO MOCENATh, CKOJIBKO BPEMEHH MPOBOAUTH OHJIANH, KAKUE MPUIIOKECHUS
MOYKHO MCITOJIb30BATh.

Jas Mmiagmmx aereil peKOMEHAYeTcsl CO3aBaTh aKKAYHThI BMECTE U
3HaTh UX Napoyu. Mcnoib30BaHWE CHENUAJTU3MPOBAHHOIO MMPOrPAMMHOIO
o0ecnevyeHnsi POAUTEIHCKOT0 KOHTPOJISA [TO3BOJIUT OTPAHUYNBATh BpEMS 32
9KpaHOM, GUIBTPOBATH KOHTEHT, OJIOKMPOBATH HEXKEIATEIbHBIC CAUTHI.

CyllleCTBYyeT MHOKECTBO TMPECTYNHBIX CXe€M, HCIOJb3yEMbIX
KHOEPMOIIICHHUKaMY B OTHOIIIEHUHM HECOBEPIIEHHOJIETHUX JIeTeil.

Coaiig 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNNIEHUA NPOTUB AETEN

Oali

ubecnnarreien nopap € SANPOoCL! OT #Apysein Fpymunr ===

Ljere: amarmen $ramrcono Ljets: BOCTONMIOMATICN GEEEEMEN K Lers swgesen cobn sa coepcniaten, soln =
CTPA P 1y DICTD Adrreie BLAMBAATE ALHOTH SE0ES AN DM Hel Y Avaepes, «Tolor MBIy & M B0 O AT
Oor s OBCHOR * 20T Assynr T

Cexcropuwen Kubepbynnmur DecTpyrTHBHLIA HOHTEHT

@ 8,

Uern. WaemarmposaTs pelienss ¢ Lernl YrruTo 1 TO B DO ESTE Ljete: BOREYS § ONECH M ZOOEUmCTES,
- MISVACELRID MO P4 AC M AT MCMADAD HECIM HORES TRABMS & IEYTITRX OO B LM N CYMIMG, PRI 1

!

varepmance M rsre b cooSupmns
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Cnpaeouno:

Cnocobvl kubepnpecmynienutl ¢ OMmHouleHuu oemetl U NOOPOCMKO8:

«becniamubley NOOAPKU U  PO3BIZPBIMU, KO204 pebeHKy O
NOJNYYeHUs Bblucpblla Npeonazaemcs nepeumu no ccolike U 88ecmu
niamedicHvle U uHvle OaHuvie e2o pooumeneu. OCHOBHAsA Yelb — YKpAcmb
OaHHble OAHKOBCKUX KAPM UU YYEMHbBIX 3anucell,

«¢heiikosvle» 3anpocvl om Opy3eil, K020a C UCNOJb30BAHUEM
8310MAHHO20 AKKAYHmMa oOpyea pebeHKa npocsim nomousb (nepegecmu
OeHedicHble CpedCcmsa), a pebeHOK, dHcelds NOMOUb, MONCEN He YCOMHUMbBCS
8 IUYHOCMU NPOCAUE20;

«2PYMUHZY, K020A 83DOCIIbIUL 310V MBIUIEHHUK HOO BUOOM C8EPCIMHUKA
emupaemcs. 8 008epue K pebeHKy 8 Coycemsx Uiu uepax, nocmenemHo
8b16€0bIBACN TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bi3bl8den Y)Y8CME0
OnuzoCcmuy, a 3amem MOdjCem BbINPAUBAMb UHMUMHbIE (omo/eudeo uiu
HA3HAYAMb JTUYHYIO GCIPEUY, UMO MOJNCEM NPUBECMU K COBEPUICHUIO 8
OmMHOWEeHUU pebenKa Oelcmeull CeKCyalbHo20 Xapakmepa, Komopule
PebeHoK 8 CUY 803pACMA He MOJNCEM OYEeHUBAMb, KAK COYUANbHO-3HAYUMDbLE,
cuumas npoucxoosuyee uepo;

«CeKCmopuen», Ko20a NpecmynHux, NOay4u8 UHmMuUMHbsle Gomo umu
810eo0 (000POBONLHO OMNPABIIEHHblE PeOEHKOM UU Yepe3 83/10M Kamepbl),
HAYUHAem WaHmaxicuposams pebeHKd, 8blMo2as Kak mamepuaivhsle oiaza,
Max u ycuyey, 8 mom Yucie ceKcyaibHo20 xapakmepa,

Kubepoyanune (unu mpaeis), Ko20a co30aomcsi 2pynnvl U NaOIUKU OJisl
Hacmeulex, VHUUMenIbHblX KOMMeHmapues, Omnpasisitomcst yepo3ol 8 TUYHbIX
CcO0OWeHUsAX, 4mobbl NPUYUHUMbL PebEHKY NCUXO02UYecKyro 00/b, uYmo
HepeoKo Modcem 3aKOHYUMCS Oenpeccuell Uil 0axce camoyouticCmeom,

60s/leyeHUe 6 ONACHble  CcOoOOulecmea, nponazaHoupyrujue
oenpeccusHvle meueHus, Cyuyuo, AHOPeKCuro, HAcuiue Uil IKCMpemusm,
Komopwvle NpenoOHOCAMCSA PeOeHKy KAaK 4mo-mo «MOOHOe», «Kpymoey u
«3anpemHoer.

Comarig 10.
&

4 K/NIOYEBBIX NPABUNA BE3ONACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpauu nuynoe B Takne
He nyGamiyit 3apec, KoMy, FeOMETKH, AaHHLIE JOKYMEHTOR M ¥
NAaHLI CEMBA.

Nomum anropurm « CTON-CNPOCU-PACCKAXKW»

CTON, echn ure-tTo Hactopamueaet. CNPOCH y poantensh,
ecnu HenoraTHO, PACCKAMM eapocntim o moboi yrpoze !
win anckomdopre.

. Kowtponawpy# kpyr obujenms

L [o6Gagnnit B Apy3sR TOALKO TEX, KOTO IHAELIL ANUHO.
Hacrpoi npreatHoCTL Npoduna. \\
BHAIOMAH KPUTHMECKO® MbILNEHHE \
He nepexoaun no COMHUTENBHLIM CCINKAM. He Bepb CAMLIKOM
ABLITOAHBIM S NPEJNOMEHUAM

Baxxno wHayuuth nereid 1uM@poBOM TPaMOTHOCTH U KPUTHUYECKOMY
MbIlUIeHHI0. VUM HY>XHO mMOHMMAaTh, 4T0 WHTEpHET — 3TO OTpaxkKeHHe
peaJibHOr0 MHUPa: B HEM eCTh W XOpollue, W IUIOXHe JII0OAU, U MPAaBWJIA
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0€30I1aCHOCTH 3/1eCh TaK ’Ke BasKHbl, Kak U Ha yauue. He sxoHOMBTE Ha
BpPEMEHH, Yallle 1 00JbIlle pa3roBapuBaTe cO CBOMMHU J€ThbMHU!

Takoke B 3alMUTE OT IPECTYIMHBIX MOCIATATENbCTB, B HHPOPMHUPOBAHUU U
JTOTIOJIHUTEITbHOM BHUMAHUM HYKJAIOTCSI U JIFOAU ITOXKUIIOTO BO3pPACTAa.

*kkk

3a mocneaHee BpeMs B peclyOUKEe MPOM3OLLIM 3HAYUTEIbHBIE
MNO3UTUBHBIE CABUTU: YJAIOCh OOIMMHU YCHJIMSMHU NEPETOMUTHh TEHACHIIMIO
pocTa uucia KUOEpHPECTYMIEHUH, 3aMETHO BBIPOC YpPOBEHb LHU(PPOBOM
3alllUThI, JEMOHCTPUPYET OINEPATUBHOCTh M AJANTUBHOCTh K TEKYLIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JacTU KuOEepOE30MacHOCTH U
np. IIpumeyaTenbHO, 4TO Halll ONBIT OOPbOBI ¢ KUOEPIPECTYITHUKAMH aKTUBHO
IPUMEHSIOT B IPYTUX CTpaHax.

Kak ormerun IlpesuaenTt PecnyOiuku benapycs A.l.JlykameHko,
«abconiomuylo 3awjumy Om Kubepamaxk He 2apanmupyem HU O0OHA
cucmema 3auiumol, HO Mbl O00JIHCHbI MUHUMUIUPOBAMb PUCKU». DTOTO
BO3MOKHO JOOUTHCS, KOrjJa KaXKIblii Y4YaCTHUK HMH(OPMAIMOHHBIX
OTHOUIEHUH, KaxkJaasg opraHu3auus OyJyT OTBETCTBEHHO IOJIXOJUTh K
BBIIIOJIHEHUIO TPEOOBaHUI 1O KHUOEpOe30MacHOCTH, a KaXIbli YeJIOBEK
OPOSIBUT OOUTENBHOCTH W BHUMATEIBHOCTH B ClIy4a€ CUTyaluud C
MOIIICHHUKAMH.

Cnaiig 11.

PooMrany, HaywsTe qeTed MNpagwna BEpS MeTE AHKAYWHTH
MOALSOBATECA HHTEpHETOM DeaanacHOND Nose 4eHWA oT adeprcTos!
NpaaneEHo!

o AKADEMMA YTIPARNEHHSR
£ MNP NPEIMAEHTE
PECITYENIAKH BENARYLE




